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H. Hu, M. Zhu and D. L. Lee. "Towatrds Real-time Parallel Processing of Spatial Queties." Proc. of the
Int. Conf. on Parallel Processing (ICPP '03), Kaohsiung, Taiwan, 2003, pp. 565-572.

H. Hu, J. Xu and D. L. Lee. "Adaptive Power-Aware Prefetching Schemes for Mobile
Environments." Proc. of the 4th Int. Conf. on Mobile Data Management (MDM '03), Melbourne, Australia,
Jan. 2003, Springer-Verlag LNCS, vol. 2574, pp. 374-380.

Invited Papers and Tutorials

208.

Q. Ye and H. Hu. "Local Differential Privacy: Tools, Challenges, and Opportunities." 20#
International Conference on Web Information Systems Engineering (WISE 2019), pp. 13-23.

Books, Chapters and Editorials

209.
210.

211.

212.

213.

214.

kR, MAESE, N, MR (RS EEOHTE S N o B R, 2023,

H. Hu, R. Sarkar, and Z. Chen (Eds.) Introduction to the Special Issue on Retrieving and Learning
from Internet of Things Data, ACM Transactions on Data Science, Volume 1, Issue 4, November
2020.

S. Zhou, W. Qian, H. Hu (Eds.) Proceedings of the Second International Workshop on Data
Management for Emerging Network Infrastructures (DaMEN 2013), Springer, April 2013.

C. S. Jensen, H. Hu and D. Wu (Eds.). Proceedings of the First International Workshop on
Next-Generation Location-Based Services (LBS n.0), IEEE, June 2013.

H. Hu, H. Wang, B. Zheng: Challenges in Managing and Mining Large, Heterogeneous Data.
DASFAA (2) 2011: 462.

A. Zhou, Y. Ishikawa, H. Hu and W. Qian (Eds.) Proceedings of the First International Workshop



215.

216.

217.

218.

on Data Management for Emerging Network Infrastructures (DaMEN 2011), Springer, 2011.

X. Meng, Z. Ding and H. Hu (Eds.) Proceedings of the Third International Workshop on Cloud
Data Management (CloudDB 2011), ACM, 2011.

H. Hu, J. Zhou, J. Xu and K. Y. Ng. “Positioning and Privacy in Location-based Services.” Handheld
Computing for Mobile Commerce: Applications, Concepts and Technologies. Wen-Chen Hu and
Yanjun Zuo, Eds., IGI Global, 2010.

H. Hu, J. Xu, and X. Tang. “Energy Efficient Sensor Data Management.” Sensor Network and
Configuration: Fundamentals, Standards, Platforms, and Experiments. N. P. Mahalik et al, the
Springer-Verlag Publishing, Germany, 2007.

J. Xu, H. Hu, X. Tang, and B. Zheng. "Mobile Cache Management." Wireless Information Highways,
D. Katsaros, A. Nanopoulos, and Y. Manolopoulos, Eds., Idea Group Publishing, 2005.

Citations (as of Dec 7, 2025)

Google Scholar

> ‘Total citations: 6000
> H-index: 45

Patents

H. Hu, C. H. Chan, Ghafoor, Imran, T. L. Chan, System and Method of DC/DC Converter Health
Diagnostic and RUL Prediction Using Al Algorithm, Hong Kong Short Term Patent HK30102300,
2024.

H. Hu, T. L. Chan, T. Li, and H. T. Wong. A system and method of railway track RUL prediction
using functional data analysis with autoencoders, Hong Kong Short Term Patent HK30097997, Mar
2024.

H. Hu, H. Zheng, Q. Ye, C. Fang, J. Shi. Data theft prevention method and related product, US
Patent 12164605 B2, Dec 10, 2024.

Q. Ye and H. Hu. Method and apparatus for collecting key-value pair data. US Patent No. 11,615,099
B2, Mar 2023.

M, MEE, B, CEARB G RO ERAE S A EE R & B (China Patent), %
B T5 5 CN 110795703 B, Apr. 16, 2024.

MR, BIER. CREX BRI BCER TR E” T E LA K B (China Patent), AU
5 CN 110968612 B, July 18, 2023.

H. Hu, Q. Chen, and J. Xu. "Method and Apparatus for Assuring Location Data Integrity with
Minimum Location Disclosure." US Patent No. 9,973,514 B2, May 2018.

H. Hu, Z. Chen, and J. Yu. "Privacy-Preserving Large-Scale Location Monitoring," US Patent No.
9,756,461 B1, Sept 2017.

J. Xu and H. Hu. "A System and Method for Providing Proximity Information." US Patent No.
9,351,116 B2, May 2016.

H. Hu, J. Xu, and Q. Chen. "Method and Apparatus for Authenticating Location-based Services


http://scholar.google.com.hk/citations?user=N3DjoZYAAAAJ

without Compromising Location Privacy." US Patent No. 9,043,927 B2, May 2015.

Professional Qualifications and Services

e Professional Qualifications

>

Certified Instructor, Cisco CCNA Security (since 2010)

e Memberships

YV VYV

Y

>

ACM (Member-2005, Senior Member-2022)
IEEE (Member-2013, Senior Member-2020)

China Computer Federation, 1 [ETHHEHL 4 (Member-2015, Senior Member-2020)

Technical Committee on Databases, CCF HE I+ H A= S I ELERZSHIATE R
(2016-2024), by election

Technical Committee on Privacy Protection, China Confidentiality Association, CCA H1 [ {R %

e BERMR %24 (since 2016), founding member
EC Member, ACM China Council SIGSPATIAL Chapter (since 2021).

e Conference Organization

>

>

A\

Program Co-Chair: The 3rd International Conference on Data Security and Privacy Protection
(DSPP 2025)

Program Co-Chair: 6th EAI International Conference on Security and Privacy in New
Computing Environments (EAI SPNCE 2023)

Program Co-Chair: ChinaPrivacy 2023 (5575 Jai HP B B 2 4 S5 R FA R P K 2)

Local Chair: International Workshop on Advanced Image Technology 2022 (IWAIT 2022)
Tutorial Co-Chair: 28th ACM SIGSPATIAL International Conference on Advances in
Geographic Information Systems (SIGSPATIAL 2020)

Workshop Co-Chair: IEEE International Conference on Data Science in Cyberspace (ICDSC
2020)

Program Co-Chair: The 2019 International Workshop on Mobile Ubiquitous Systems and
Technologies (MUST 2019)

Advanced Seminar Co-Chair: 20 IEEE International Conference on Mobile Data Management
(MDM 2019)

Track Co-Chair: IEEE BigData Congress 2018 “Security and Privacy” Track

Program Co-Chair: 1%t International Workshop on Next-Generation Location-Based Services
(LBS n.0), in conjunction with IEEE MDM 2013

Program Co-Chair: 2d International Workshop on Data Management for Emerging Network
Infrastructures (DaMEN), in conjunction with APWeb 2013

Program Co-Chair: Third International Workshop on Cloud Data Management (CloudDB 2011),
in conjunction with ACM CIKM 2011

Program Co-Chair: 15t International Workshop on Data Management for Emerging Network
Infrastructures (DaMEN), in conjunction with DASFAA 2011

Panel Co-Chair: 16% Database Systems for Advanced Applications (DASFAA'11)

e Journal Editorship and Conference Senior Program Committee Member

>

>
>
>

A\

Associate editor, IEEE Transactions on Knowledge and Data Engineering(TKDE), 2023-present.

Associate editor, IEEE Transactions on Information Forensics and Security (TIES), 2023-present.
Associate editor, ACM Transactions on Privacy and Security (TOPS), 2022 - present.

Guest editor, ACM Transactions on Multimedia Computing, Communications, and Applications
(TOMM), 2023-2024.

Leading guest editor, ACM Transactions on Data Science (TDS), 2019-2020.

Senior PC member, AAAI Conference on Artificial Intelligence (AAAI '20).



Conference Program Committee Member

»

\4 vV V V V

A\

Y V V V

Review board member, International Conference on Very Large Data Bases (VLDB '20, '25, '24,
'23,'18)

PC member, IEEE International Conference on Data Engineering (ICDE '206, 25, 23, '22, 21,
'20,'18)

PC member, STAM International Conference on Data Mining (SDM '22)

PC member, IEEE International Conference on Data Mining 1ICDM '24, '23, '22, '21)

PC member, 29th ACM International Conference on Information and Knowledge Management
(CIKM "20).

PC member, Pacific-Asia Conference on Knowledge Discovery and Data Mining (PAKDD '22,
'21,'20)

International Conference on Web Information Systems Engineering (WISE'20, '19)

PC member, 20th IEEE International Conference on Mobile Data Management (MDM '19).

Asia Pacific Web (APWeb) and Web-Age Information Management (WAIM) Joint Conference on
Web and Big Data (APWeb-WAIM 22, '21, '20, '19, '18, '17, '16, 15, '006)

International Conference on Database Systems for Advanced Applications (DASFAA 22, 21, '16,
'15,'14,'13,'12,'11, '10, '08, '07)

International Conference on Big Data Computing and Communication (BIGCom '17)

Mobile Geographic Information Systems (ACM MobiGIS '16, '14, '13, '12)

International Conference on Parallel and Distributed Systems ICPADS'13, '12)

8th International Conference on Broadband and Wireless Computing, Communication, and
Applications (BWCCA '13)

Third International Conference on Social Informatics (Soclnfo'11)

Ninth IEEE International Symposium on Parallel and Distributed Processing with Applications
(ISPA'1T)

44t International Conference on Parallel Processing ICPP '11)

2008 International Conference on Communications in Computing (CIC'08)

International Conference on Wavelet Analysis and Pattern Recognition (ICWAPR'08)

2nd International Conference on Scalable Information Systems INFOSCALE'07)

Journal External Reviewer

YV VV V VY V V VY V

ACM Transactions on Database Systems (TODS)

IEEE Transactions on Knowledge and Data Engineering (TKDE)
IEEE Transactions on Information Forensics and Security (TIFS)
IEEE Transactions on Dependable and Secure Computing (TDSC)
IEEE Transactions on Parallel and Distributed Systems (TPDS)
IEEE Transactions on Mobile Computing (TMC)

IEEE Transactions on Service Computing (T'SC)

The VLDB Journal

World Wide Web

Invited Keynotes/Talks

>

“The Next Chapter for Local Differential Privacy: Security at Scale”. Keynote talk in ACM
SIGMOD China, ACM Turing Award Celebration Conference 2025, Shenzhen, Oct 2025.

CREAEFEFARY: AT 73 BRI . R Y R IR . Keynote talk in 2025
FERIILE T RHLR S, July 2025.

“The Future of Local Differential Privacy From Security to Scalability.” Invited talk in FDEA
Workshop@ICDE 2025, Hong Kong, May 2025.

“Local Differential Privacy Made Practical: Security, Efficiency, and Beyond.” Invited talk in
Greece-Hong Kong DB Workshop, Hong Kong, May 2025.

“(ZBLA) KB [ B FA RN 22 A S > Tnvited talk in A TR A8 N HAZ X FHR IR,



Guangzhou, Dec 2024.

“Large (Multimodal) Model Privacy and Security Challenges.” Invited talk in 15 2.5 % g &K &
KX ICAI 2024, Xi‘an, Oct 2024.

SRR TRV @A 22 2168 7). Invited talk in 255 =i TIREA IR iRIR,
Guangzhou, May 2024.

“Extracting Large Machine Learning Models: Theory and Practice,” Invited talk in Future
Generative Al Security & Application Summit, Singapore, Mar 2024.

“Model Privacy and Security in Machine Learning at Scale,” Invited talk in ChinaPrivacy 2023,
Nov 2023.

“Model Privacy and Security in Machine Learning at Scale,” Invited talk in EAI SPNCE 2023 -
6th EAI International Conference on Security and Privacy in New Computing Environments,
Nov 2023.

Demystifying Extraction Attacks on Big Models. Invited talk and Panelist in “Socio-Technical
Principles for Big Models: Privacy, Fairness, Interpretability and Beyond” track, Huawei Strategy
and Technology Workshop, Sep 2022.

How Safe is AI? Privacy and Security Challenges and Responses in Artificial Intelligence, Invited
talk in Noah’s Ark Lab, Huawei, Feb 2022.

Reliability of machine learning models: How safe is AI? Invited talk in Hong Kong Science Park,
May 2021.

RIRITPINLES T ) B RRAA R I L 54—, Invited talk in N HL-FIE RIS FRLR B
Iz, Oct 2020.

"Local Differential Privacy: Tools, Challenges, and Opportunities.”" Tutorial at 20th International
Conference on Web Information Systems Engineering (WISE 2019), Jan 2020.

“Harnessing Knowledge but Not Privacy in Internet of Things and Artificial Intelligence”,
Keynote talk in the 11th International Symposium on Cyberspace Safety and Security (CSS),
December 2019, Guangzhou, China.

<A N T G b R FA R 477, Invited talk in the 4th China Conference on Data
Security and Privacy (ChinaPrivacy), October 2019, Guilin, China.

“Privacy and Security Challenges in Urban Mobility”, Invited talk in ACM SIGSPATIAL 2020
Pre-Workshop, June 2019.

“Ensuring Privacy and Integrity against Untrusted Cloud for Internet of Things Applications”,
Invited Talk in the 35th National Database Conference (NDBC), Oct 2018.

“Integrity Assurance for Outsourced Databases in Cloud Computing Era,” Invited Talk in
IEEE International Conference on Data Science in Cyberspace, June 2018.

“Beware of Your Location Privacy and Integrity in Social Networks,” Hong Kong RGC Public
Lectures on Cyber Security, May 7, 2017.

“Who Moved My Cheese: Integrity Assurance Know-How in Web 3.0”, Distinguished Young
Lecturer Talk, 17th International Conference on Web-Age Information Management, JiangXi,
China, June 2016.

“Eyebb: A Hassle-free Indoor Localization Infrastructure and Care System with Bluetooth Low
Energy,” Hong Kong Science & Technology Parks Soft-landing Series “Invent a Better
Tomorrow: Advanced Technology Networking Seminar”, Nov 4, 2014.

“Enabling User Privacy and Integrity in Location-based Services,” SIGMA XI Presentation,
General Motors R&D Center Auditorium, Apr. 4, 2014.



Industrial and Social Services

e  Admission Panel Member for Incubation Programmes of the Hong Kong Science Technology Parks
Corporation (HKSTP), 2022 — 2027.

o  Member of the Independent Review Panel for Learning Programme Re-accreditation, Department of
Computer Science, The Hang Seng University of Hong Kong, 2024.

e  Member of Internal Validation Panel (IVP), Department of Digital Innovation and Technology,
Technological and Higher Education Institute of Hong Kong, 2024.

D,

e  Principal Security Consultant, Working Dwell on DT (#i{LHH I8 B FHL A 7, top-100 Internet
company in China), 2022 — 2023.

Administrative Services

®  Associate Head (Learning and Teaching), Department of Electrical and Electronic Engineering, The
Hong Kong Polytechnic University, 2024 — present.

e  Director, Research Centre for Privacy and Security Technologies in Future Smart Systems, The Hong
Kong Polytechnic University, 2024 — present.

e  Scheme Leader, BEng(Hons)/BSc(Hons) Scheme in Information and Artificial Intelligence
Engineering, 2023 — 2024.

e  Programme Leader, BSc (Hons) Degree in Information Security, 2020 - 2024.

e  Panel Member, Project of Strategic Importance, Hong Kong Polytechnic University, 2021.
° Member, Faculty Board, 2019 - 2021.

o  Member, Departmental Staffing Committee, 2025 - 2027.

° Member, Departmental Management Committee, 2018 - 2023.

° Member, Departmental Research Committee, 2019 - 2023.

o  Member, Departmental Working Team on Publicity and Alumni, 2015 - 2023.

° Member, Departmental Project Management Team, 2016 - 2023.

e  Manager, PolyU Capture-The-Flag Team, 2019 — present.

Externally-Funded Competitive Grants

®  Privacy-Preserving Multimodal Data Management: A Database Perspective (PI: RGC/GRE,
15207725, 2026-2028, HK$ 854,554)

e Right To Be Forgotten Made Easy: Machine Unlearning, Differential Privacy and Beyond (PI:
RGC/GRE, 15224124, 2025-2027, HK$ 1,038,967)

e  MyGPTShield: A Personalized Privacy-Preserving Prompt Service for Large Generative AI Models
(PI: ITF/ITSP, ITS-140-23FP, 2024-2026, HK$ 2,000,010)

o Local Tweaks for Privacy-Preserving Training in Machine Learning at Scale (PI: RGC/GRE,
15210023, 2024-2026, HK$ 1,228,619)

® Federated Graph Management and Querying: Subgraphs, Keywords, and Privacy (Co-PI:



RGC/YCREF, C2003-23Y, 2024-2026, HK$ 4,854,870, PI: Dr. Huang Xin@HKBU)

R Tl AR RS ¥ B T % B AR 5% 8 B R L Huawei Collaborative Research, 2024-2026, HKS$
2,440,000)

Evasive Federated Learning Attacks through Differential Privacy: Mechanisms and Mitigations (PI:
RGC/GRE, 15209922, 2023-2025, HK$941,434)

Mutual Security Analysis of Machine Learning Models on Untrusted Data Sources £ &5 FIAL 7%
STRE RSV 1] 22 4 SR MR 5T (PI: National Natural Science Foundation of China E X 3REH R4
BB FTHRIE F0H 7157\, 92270123, 2023-2025, CNY 800,000)

User-Controlled Secure Data Sharing and Analytics with Blockchain and Trusted Computing
Technologies (Co-PI: RGC/CREF, C2004-21GF, 2022-2025, HK$ 6,734,880, PI: Prof. Xu Jianliang)

Sword of Two Edges: Adversarial Machine Learning from Privacy-Aware Users (PI: RGC/GRE,
15226221, 2022-2024, HK$838,393)

Secuting Models and Data for Machine Learning at the Edge (PI: RGC/GRF, 15203120, 2021-2023,
HK$845,055)

Integrity Assurance and Fraud Detection for Machine Learning as a Service HL#8 2% > B ik 25 7 1) i
HRVEAN S 8IS UEIT 7T (PL: National Natural Science Foundation of China [E 58 H 2R R} 5E 4 1H
EIH 5T\, 62072390, 2021-2024, CNY 570,000)

Mechanism on Model Privacy Protection (PI: Huawei Collaborative Research, 2020-2022, HKS$
2,304,600)

vMPOS: Virtual Mobile POS using Smartphone and Near Field Communication (PL: ITF-PRP,
PRP/051/19FX, 2020-2023, HK$ 3,927,250)

Auditing Machine Learning as a Service (PI: RGC/GRE, 15218919, 2020-2022, HK$ 731,089)

Integrity Assurance for Vehicular Telematics Data (PI: RGC/GRF, 15222118, 2019-2021, HK$
693,000)

Al Model Protection from Inversion Attacks (PI: Huawei Contract Research, 2019-2020, HK$
764,520)

Privacy-Preserving Mobile User Behavior Statistics Collection (PL: Huawei Innovation Research
Program, 2017-2018, HK$ 232,656)

Secutrity and Privacy-enhancing Technologies for Cloud Storage of Big Data (Co-PI: RGC/CRE,
C1008-16G, 2017-2020, HKS$ 5,983,404, PI: Prof. Jia Xiaohua)

Privacy Preservation Techniques for Query Processing in Big Data KEHE 25 ) kb B AR AL R 3747

R (Co-PI: Joint Funds of National Natural Science Foundation of China (Key Program) &% %A

Bl GG R o B AR E & 1F 47 51 5T\, U1636205, 2017-2020 CNY 2,520,000, PT:
Prof. Zhou Shuigeng)

Protecting Metadata Privacy for Mobile Crowdsensing Using Oblivious RAM (PI: RGC/GRE,
15238116, 2017-2020, HK$ 482,605)

Mutual Privacy Protection on Private Queries over Large-Scale Private Data i 545 75 1] 1 17 XU
] B AL AR HLHI T 5T (PL: National Natural Science Foundation of China [E 5K H 28R} 541 I
I H SN, 61572413, 2016-2019, CNY 630,000)

Incognito Browsing of Spatial-Temporal Data Using Computational Private Information Retrieval
(PI: RGC/GRE, 12200914, 2015-2018, HK$ 692,894)



e Hybrid Geofencing Systems for Eldetly and Child Care (PL: ITF/ITSP Tier 2, ITS/231/13FX,
2014-2016, HK$2,378,200)

e  Authenticated Queries for Cloud-Assisted Multi-Source Data Collection (Co-I: RGC/GRF, 12202414,
2014-2017, PI: Prof. Xu Jianliang)

e  Spatio-Temporal Attestation for Location-based Services Using Private Signatures (PI: RGC/GRE,
HKBU 210612, 2012-2016, HK$ 690,000)

o iGPS: Privacy-Preserving Geo-Proximity Services in Location-based Social Networks (Co-I:
RGC/GRF, HKBU 211512, 2012-2015, HK$ 700,000, PI: Prof. Xu Jianliang)

®  Privacy-Conscious Query Authentication for Outsourced and Cloud Databases (PI: RGC/GRE,
HKBU 210811, 2011-2014, HK$ 792,500)

e Semantic Location Modeling, Distance Browsing and Query Processing for Mobile Indoor
Applications (Co-I: RGC/CERG HKUST6158/06E, 2006-2008, HK$ 688,000, PI: Prof. Dik Lun
Lee)

External Consultancy Projects

® Penetration Tests and Security Control Assessments Service (PI, Aviation Security Company
Limited/AVSECO, 2024, HK$ 300,000)

e  Project Leader, Centre for Advances in Reliability and Safety (ITF-InnoHK), 2020-2025.

®  Penetration Test of Wireless Services for Pilot Multi-functional Smart Lampposts Scheme (Co-I,
Office of The Government Chief Information Officer/Government of HKSAR, 2019, HK$
270,000, PI: Prof. Francis Lau)

e  Evaluation of Connectivity and Data Security of Different Telecommunication Technologies for a
Public Lighting Remote Control and Monitoring System (Co-I, Highways Department/Government
of HKSAR, 2018-2019, HK$1,170,000, PI: Prof. Francis Lau).

Awards/Honors

e  Silver Award, International Federation of Inventors’ Association (IFIA) “RoboGuide: Intelligent
Collision Avoidance Tracking and Hazardous Object Detection for Robot Temi”, International
Exhibition of Inventions Geneva 2024.

e  Bronze Award, International Federation of Inventors’ Association (IFIA) “RailScan: Al Rail Anomaly

Detection and Remaining Useful Life Modelling”, International Exhibition of Inventions Geneva
2024.

e  Outstanding Paper Award, 9th EAI International Conference on Smart Grid and Innovative Frontiers
in Telecommunications (SmartGIFT), 2024.

o  Outstanding Researcher, Faculty Awards for Outstanding Achievement 2022, The Hong Kong
Polytechnic University.

e  Best Paper Award, International Workshop on Advanced Imaging Technology (IWAIT) 2021.

®  Outstanding Reviewer Award, IEEE 36th International Conference on Data Engineering (ICDE),
2020.

®  Research Grant Achievement Award, Faculty of Engineering, The Hong Kong Polytechnic University,
2020.



Best Paper Award, 20th IEEE International Conference on Mobile Data Management (MDM’ 2019).
Best Theory Paper Award, FML’19, in conjunction with IJCAI’19.

Research Grant Achievement Award, Faculty of Engineering, The Hong Kong Polytechnic University,
2018.

Distinguished Reviewer Award, Very Large Data Bases (VLDB), 2018.

Research Grant Achievement Award, Faculty of Engineering, The Hong Kong Polytechnic University,
2016.

Distinguished Young Lecturer, 17th International Conference on Web-Age Information Management,
2016.

KPR H 2N, YIRS Q& A 2, 2015.

Media Interview by Oriental Daily, a major Chinese newspaper in Hong Kong, Title: “ %)% B %2 App
B AL BT 7E 27, October 5th, 2015.

Bronze Award, Hong Kong U-21 Internet of Things Awards 2014, Capacity: Supervisor, Project Title:
Intelligent Behaviour and Safety Tracker for Kids

Best PhD Paper Award of the 6 ACM Postgraduate Research Day, 2005

Team Leader of the Fourth Runner-up Winner of Microsoft Imagine Cup 2004, Hong Kong
Project name: z-surrond: A Location-Aware Messenger Service

Team Leader of the First Runner-up Winner of IBM Websphere National University Student
Competition, 2000

IBM Excellent University Student Award, 2000 (only 80 students nationwide were awarded)

Exceptional Student Scholarship (for top 1% students), Shanghai Jiao Tong University, 1998 — 2001, 4
years in a row

Graduate Students

6.

Muhammad Sayyam Saddique (PhD), Principle Supervisor, “Pre-Quantum Cryptography for
Quantum Networks: Developing Security Protocols for Future Quantum Communication Systems”,
Aug 2029 (expected), The Hong Kong Polytechnic University.

Linyan Dai (PhD), Principle Supervisor, “Enhancing Security and Utility: Investigating Vulnerabilities
and Applications of Generative Adversarial Networks in Machine Learning”, Aug 2029 (expected),
The Hong Kong Polytechnic University.

Mengyu Sun (Dual PhD), Principle Supervisor, “Enhancing AI Model Security: Traceability,
Fingerprint Manipulation, and Defense”, Aug 2029 (expected), The Hong Kong Polytechnic
University and Sichuan University, China.

Yingbin Jin (PhD), Principle Supervisor, “Security Threats and Defenses in Text-to-Audio Generative
Models”, Aug 2029 (expected), The Hong Kong Polytechnic University.

Linye Lyu (Dual PhD), Principle Supervisor, “Research on the generation and defense of physical
adversarial examples for deep learning systems”, Aug 2029 (expected), The Hong Kong Polytechnic
University and Harbin Institute of Technology (Shenzhen), China.

Haoyu Tong (PhD), Principle Supervisor, “Securing the Future: Enhancing Robustness and Privacy
Security in LLMs”, Aug 2028 (expected), The Hong Kong Polytechnic University.

Hao Ding (Dual PhD), Principle Supervisor, “Blockchain-based Control Mechanism for Complex
Power Systems”, Aug 2029 (expected), The Hong Kong Polytechnic University and Harbin Institute



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

of Technology, China.

Qigang Zhang (PhD), Co-Supervisor, “Personalized Frequency Estimation Mechanism under Local
Differential Privacy”, Aug 2029 (expected), The Hong Kong Polytechnic University.

Wenbo Yu (PhD), Co-Supervisor, “DP-HFGL: Heterogeneous Federated Graph Learning with
Differential Privacy”, Aug 2028 (expected), The Hong Kong Polytechnic University.

Guangrui Bian (PhD), Co-Supervisor, “Enhancing Unmanned Marine Vehicles Security”, Aug 2028
(expected), The Hong Kong Polytechnic University.

Tairan Huang (PhD), Principle Supervisor, “Backdoor Attack on Large Language Models”, Aug 2028
(expected), The Hong Kong Polytechnic University.

Xiaoyu Xu (PhD), Principle Supervisor, “Learning Enhanced Model Extraction Attacks in Adversarial
Machine Learning”, Aug 2028 (expected), The Hong Kong Polytechnic University.

Zhibiao Guo (PhD), Principle Supervisor, “Optimization of the MCMC tip selection algorithm in
IOTA Tangle”, Aug 2027 (expected), The Hong Kong Polytechnic University.

Haobin Ke (PhD), Principle Supervisor, “Graph representation learning based-fault diagnosis
methods for electrical traction systems”, Aug 2028 (expected), The Hong Kong Polytechnic
University.

Yulin Jin (PhD), Principle Supervisor, “Security and Privacy Preserving AI”, Aug 2027 (expected), The
Hong Kong Polytechnic University.

Jiang Zhu (PhD), Principle Supervisor, “Privacy and Robustness in Distillation-Based Federated
Learning”, Aug 2027 (expected), The Hong Kong Polytechnic University.

Xinhao Yan (PhD), Co-Supervisor, “Secure Estimation for Unmanned Aerial Vehicles with Fast
Encryption Approaches”, Dec 2026 (expected), The Hong Kong Polytechnic University.

Zitong Li (PhD), Co-Supervisor, “Efficient Graph Unsummarization for the Right to Be Forgotten”,
Aug 2028 (expected), The Hong Kong Polytechnic University.

Xinyue Li (PhD), Co-Supervisor, “Supet-resolution Reconstruction of 30 Brain MRI Images based on
GCN and LDM”, Aug 2028 (expected), The Hong Kong Polytechnic University.

Di Wu (PhD), Co-Supervisor, “Communication-efficient federated learning methods for privacy
protection and verifiability”, Aug 2028 (expected), The Hong Kong Polytechnic University.

Renxuan Hou (PhD), Co-Supervisor, “Membership Inference Attacks Against Machine Learning
Models”, Aug 2028 (expected), The Hong Kong Polytechnic University.

Zi Liang (PhD), Principle Supervisor, “Fast Private Inference for Large Language Models”, Dec 2026
(expected), The Hong Kong Polytechnic University.

Xinwei Zhang (PhD), Principle Supervisor, “Safeguarding for On-device Machine Learning Systems”,
Aug 2026 (expected), The Hong Kong Polytechnic University.

Liantong Yu (PhD), Co-Supervisor, “Towards Efficient OLAP Operations with Local Differential
Privacy”, Dec 2027 (expected), The Hong Kong Polytechnic University.

Shiyu Zhang (PhD), Co-Supervisor, “CatlR: Category-Guided Candidate Item Retrieval for
Multi-Interest Recommendation”, Dec 2027 (expected), The Hong Kong Polytechnic University.

Xinhao Yan (PhD), Co-Supervisor, “Secure Estimation for Unmanned Aerial Vehicles with Fast
Encryption Approaches”, Dec 2026 (expected), The Hong Kong Polytechnic University.

Li Bai (PhD), Principle Supervisor, “Rethinking Recommendation Diversity on Fairness and Privacy
Aspect”, Aug 2025 (expected), The Hong Kong Polytechnic University.

Haoyang Li (PhD), Principle Supervisor, “Model-based Poisoning Attack and Defense Schemes on
Federated Learning”, Aug 2026 (expected), The Hong Kong Polytechnic University.

Yuemin Zhang (PhD), Co-Supervisor, “Trajectory Data Collection with Local Differential Privacy”,



30.

31

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

Aug 2026 (expected), The Hong Kong Polytechnic University.

Ronghua Li (PhD), Principle Supervisor, “Autonomous Penetration Testing Framework for Bluetooth
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Data Exchange”, Aug 2022, The Hong Kong Polytechnic University.

Huadi Zheng (PhD), Principle Supervisor, “Handling Privacy-preserving Issues over Spatio-Temporal
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